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Vendor Flow Downs 
 
DLA issues this document using the DoD authorized unit of issue, please refer to the following URL 
to determine the corresponding ANSI X12 unit of issue. 
 
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.dla.mil%2FPortals%2
F104%2FDocuments%2FDLMS%2FeApplications%2FLogDataAdmin%2FUnit_of_Issue_and_Purc
hase_Unit.xlsx&wdOrigin=BROWSELINK  
 

(End of Text) 
******************************************************************************************** 
 
FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED DOMESTIC CORPORATIONS (NOV 
2015); 
 
E05 Product Verification Testing (MAY 2020) (1) Product verification testing (PVT) under this procurement 
note will only apply when the contracting officer specifically invokes it in writing. The contracting officer may 
invoke PVT at or after contract award. If the contracting officer invokes PVT at contract award, the contract 
will explicitly state this testing requirement. If the contracting officer invokes PVT after contract award, the 
contracting officer shall notify the contractor and the cognizant DCMA ACO. The Government will perform 
PVT testing at a Government-designated testing laboratory. (2) The contractor shall not ship or deliver any 
material until it receives notification of the acceptable PVT results, unless the contracting officer directs it 
to do so in writing The Government will provide the PVT results to the contractor within 20 business days 
after receipt at the Government testing facility, unless the Government specifies otherwise in writing. (3) 
The contractor shall provide and maintain an inspection system acceptable to the Government in 
accordance with FAR Clause 52.246-2 or 52.246-3; and maintain and make available all records evidencing 
those details if requested by the Government. When the Government finds evidence of risk associated with 
the contractor’s sampling process, the Government may witness and evaluate the contractors sampling 
process. The contractor shall randomly select samples from the production lot(s), unless the contracting 
officer specifies otherwise in writing. The contractor shall ship the selected PVT samples with a copy of the 
system of record receiving report (i.e., WAWF, DD Form 250, or commercial shipping document) and the 
contractor’s signed DD Form 1222. The contractor shall prepare the shipping container(s) by marking the 
external packages in bold letters, Product Verification Test Samples Do Not Post to Stock," Contract 
Number: (contractor insert) and Lot/Item Number: (contractor insert) adjacent to the MIL-STD-129 (latest 
revision) identification markings. The contractor shall use a hard copy of the system of record receiving 
report as a packing list, in accordance with DFARS Appendix F. The contractor shall mark the exterior of the 
shipping container in accordance with MIL-STD- 129 (latest revision), paragraph 5.11. The contractor shall 
send samples by traceable means (e.g., certified or registered mail, United Parcel Service, Federal 
Express). The contractor shall include the following in the interior package: (a) Hard copies of the contract; 
(b) Material certifications/process operation sheets; and (c) Drawings used to manufacture the units and 
return shipping information. (4) The Government will return samples that pass testing and are not destroyed 
during evaluation to the contractor at the Government expense for the contractor to include as part of the 

https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.dla.mil%2FPortals%2F104%2FDocuments%2FDLMS%2FeApplications%2FLogDataAdmin%2FUnit_of_Issue_and_Purchase_Unit.xlsx&wdOrigin=BROWSELINK
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.dla.mil%2FPortals%2F104%2FDocuments%2FDLMS%2FeApplications%2FLogDataAdmin%2FUnit_of_Issue_and_Purchase_Unit.xlsx&wdOrigin=BROWSELINK
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fwww.dla.mil%2FPortals%2F104%2FDocuments%2FDLMS%2FeApplications%2FLogDataAdmin%2FUnit_of_Issue_and_Purchase_Unit.xlsx&wdOrigin=BROWSELINK
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total contract quantity to be delivered under the contract. The contractor and Government may agree to 
dispose of samples not destroyed when the cost of the item does not justify the shipping expense. If the 
Government does not return approved samples that pass testing to the contractor, the Government will 
consider those samples as part of the contract quantity for payment and delivery. (5) If samples fail testing, 
the Government may reject the entire contract lot from which the contractor took the samples. The 
Government may, at its discretion, retain samples that fail testing without obligation to the contractor.  
 

END OF CLAUSE 
********************************************************************************* 
 
***THE FOLLOWING CLASS DEVIATION SUPERSEDES ANY PRIOR VERSION OF DFARS CLAUSE 252.204-
7012.*** 
 
252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT REPORTING 
(MAY 2024) (DEVIATION 2024-O0013)  
 
(a) Definitions. As used in this clause Adequate security means protective measures that are 
commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or 
modification of information. Compromise means disclosure of information to unauthorized persons, or a 
violation of the security policy of a system, in which unauthorized intentional or unintentional disclosure, 
modification, destruction, or loss of an object, or the copying of information to unauthorized media may 
have occurred. Contractor attributional/proprietary information means information that identifies the 
contractor(s), whether directly or indirectly, by the grouping of information that can be traced back to the 
contractor(s) (e.g., program description, facility locations), personally identifiable information, as well as 
trade secrets, commercial or financial information, or other commercially sensitive information that is not 
customarily shared outside of the company. Controlled technical information means technical information 
with military or space application that is subject to controls on the access, use, reproduction, modification, 
performance, display, release, disclosure, or dissemination. Controlled technical information would meet 
the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD 
Instruction 5230.24, Distribution Statements on Technical Documents. The term does not include 
information that is lawfully publicly available without restrictions. Covered contractor information system 
means an unclassified information system that is owned, or operated by or for, a contractor and that 
processes, stores, or transmits covered defense information. Covered defense information means 
unclassified controlled technical information or other information, as described in the Registry at 
http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination 
controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is  
(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the 
contractor by or on behalf of DoD in support of the performance of the contract; or  
(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support 
of the performance of the contract. Cyber incident means actions taken through the use of computer 
networks that result in a compromise or an actual or potentially adverse effect on an information system 
and/or the information residing therein. Forensic analysis means the practice of gathering, retaining, and 
analyzing computer-related data for investigative purposes in a manner that maintains the integrity of the 
data. Information system means a discrete set of information resources organized for the collection, 
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processing, maintenance, use, sharing, dissemination, or disposition of information. Malicious software 
means computer software or firmware intended to perform an unauthorized process that will have adverse 
impact on the confidentiality, integrity, or availability of an information system. 
This definition includes a virus, worm, Trojan horse, or other code-based entity that infects a host, as well as 
spyware and some forms of adware. Media means physical devices or writing surfaces including, but is not 
limited to, magnetic tapes, optical disks, magnetic disks, large-scale integration memory chips, and 
printouts onto which covered defense information is recorded, stored, or printed within a covered 
contractor information system. Operationally critical support means supplies or services designated by the 
Government as critical for airlift, sealift, intermodal transportation services, or logistical support that is 
essential to the mobilization, deployment, or sustainment of the Armed Forces in a contingency operation. 
Rapidly report means within 72 hours of discovery of any cyber incident. Technical information means 
technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, 
Rights in Technical Data Other Than Commercial Products and Commercial Services, regardless of whether 
or not the clause is incorporated in this solicitation or contract. Examples of technical information include 
research and engineering data, engineering drawings, and associated lists, specifications, standards, 
process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, 
studies and analyses and related information, and computer software executable code and source code. 
(b) Adequate security. The Contractor shall provide adequate security on all covered contractor information 
systems. To provide adequate security, the Contractor shall implement, at a minimum, the following 
information security protections: (1) For covered contractor information systems that are part of an 
Information Technology (IT) service or system operated on behalf of the Government, the following security 
requirements apply: (i) Cloud computing services shall be subject to the security requirements specified in 
the clause 252.239-7010, Cloud Computing Services, of this contract. (ii) Any other such IT service or 
system (i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere 
in this contract. (2) For covered contractor information systems that are not part of an IT service or system 
operated on behalf of the Government and therefore are not subject to the security requirement specified at 
paragraph (b)(1) of this clause, the following security requirements apply: (i) Except as provided in 
paragraph (b)(2)(ii) of this clause, the covered contractor information system shall be subject to the 
security requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 
800-171, Protecting Controlled Unclassified Information in Nonfederal Information Systems and 
Organizations, Revision 2 (available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171). (ii)(A) 
The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than December 31, 
2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify the DoD Chief 
Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days of contract award, of any 
security requirements specified by NIST SP 800-171 not implemented at the time of contract award. (B) The 
Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting Officer, for 
consideration by the DoD CIO. The Contractor need not implement any security requirement adjudicated by 
an authorized representative of the DoD CIO to be nonapplicable or to have an alternative, but equally 
effective, security measure that may be implemented in its place. If the DoD CIO has previously adjudicated 
the contractor’s requests indicating that a requirement is not applicable or that an alternative security 
measure is equally effective, a copy of that approval shall be provided to the Contracting Officer when 
requesting its recognition under this contract. (D) If the Contractor intends to use an external cloud service 
provider to store, process, or transmit any covered defense information in performance of this contract, the 
Contractor shall require and ensure that the cloud service provider meets security requirements equivalent 
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to those established by the Government for the Federal Risk and Authorization Management Program 
(FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/) and that the cloud 
service provider complies with requirements in paragraphs through (g) of this clause for cyber incident 
reporting, malicious software, media preservation and protection, access to additional information and 
equipment necessary for forensic analysis, and cyber incident damage assessment. (3) Apply other 
information systems security measures when the Contractor reasonably determines that information 
systems security measures, in addition to those identified in paragraphs (b)(1) and (2) of this clause, may 
be required to provide adequate security in a dynamic environment or to accommodate special 
circumstances (e.g., medical devices) and any individual, isolated, or temporary deficiencies based on an 
assessed risk or vulnerability. These measures may be addressed in a system security plan. Cyber incident 
reporting requirement. (1) When the Contractor discovers a cyber incident that affects a covered contractor 
information system or the covered defense information residing therein, or that affects the contractor’s 
ability to perform the requirements of the contract that are designated as operationally critical support and 
identified in the contract, the Contractor shall (i) Conduct a review for evidence of compromise of covered 
defense information, including, but not limited to, identifying compromised computers, servers, specific 
data, and user accounts. This review shall also include analyzing covered contractor information system(s) 
that were part of the cyber incident, as well as other information systems on the Contractor’s network(s), 
that may have been accessed as a result of the incident in order to identify compromised covered defense 
information, or that affect the Contractor’s ability to provide operationally critical support; and (ii) Rapidly 
report cyber incidents to DoD at https://dibnet.dod.mil. (2) Cyber incident report. The cyber incident report 
shall be treated as information created by or for DoD and shall include, at a minimum, the required 
elements at https://dibnet.dod.mil. (3) Medium assurance certificate requirement. In order to report cyber 
incidents in accordance with this clause, the Contractor or subcontractor shall have or acquire a DoD-
approved medium assurance certificate to report cyber incidents. For information on obtaining a DoD-
approved medium assurance certificate, see https://public.cyber.mil/eca/. (d) Malicious software. When 
the Contractor or subcontractors discover and isolate malicious software in connection with a reported 
cyber incident, submit the malicious software to DoD Cyber Crime Center (DC3) in accordance with 
instructions provided by DC3 or the Contracting Officer. Do not send the malicious software to the 
Contracting Officer. Media preservation and protection. When a Contractor discovers a cyber incident has 
occurred, the Contractor shall preserve and protect images of all known affected information systems 
identified in paragraph (1)(i) of this clause and all relevant monitoring/packet capture data for at least 90 
days from the submission of the cyber incident report to allow DoD to request the media or decline interest. 
(f) Access to additional information or equipment necessary for forensic analysis. Upon request by DoD, the 
Contractor shall provide DoD with access to additional information equipment that is necessary to conduct 
a forensic analysis. 
(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, the 
Contracting Officer will request that the Contractor provide all of the damage assessment information 
gathered in accordance with paragraph of this clause. (h) DoD safeguarding and use of contractor 
attributional/proprietary information. The Government shall protect against the unauthorized use or release 
of information obtained from the contractor (or derived from information obtained from the contractor) 
under this clause that includes contractor attributional/proprietary information, including such information 
submitted in accordance with paragraph . To the maximum extent practicable, the Contractor shall identify 
and mark attributional/proprietary information. In making an authorized release of such information, the 
Government will implement appropriate procedures to minimize the contractor attributional/proprietary 
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information that is included in such authorized release, seeking to include only that information that is 
necessary for the authorized purpose(s) for which the information is being released. (i) Use and release of 
contractor attributional/proprietary information not created by or for DoD. Information that is obtained from 
the contractor (or derived from information obtained from the contractor) under this clause that is not 
created by or for DoD is authorized to be released outside of DoD (1) To entities with missions that may be 
affected by such information; (2) To entities that may be called upon to assist in the diagnosis, detection, or 
mitigation of cyber incidents; (3) To Government entities that conduct counterintelligence or law 
enforcement investigations; (4) For national security purposes, including cyber situational awareness and 
defense purposes (including with Defense Industrial Base (DIB) participants in the program at 32 CFR part 
236); or (5) To a support services contractor (recipient) that is directly supporting Government activities 
under a contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of Third-
Party Contractor Reported Cyber Incident Information. (j) Use and release of contractor 
attributional/proprietary information created by or for DoD. Information that is obtained from the contractor 
(or derived from information obtained from the contractor) under this clause that is created by or for DoD 
(including the information submitted pursuant to paragraph of this clause) is authorized to be used and 
released outside of DoD for purposes and activities authorized by paragraph (i) of this clause, and for any 
other lawful Government purpose or activity, subject to all applicable statutory, regulatory, and policy 
based restrictions on the Government’s use and release of such information. (k) The Contractor shall 
conduct activities under this clause in accordance with applicable laws and regulations on the interception, 
monitoring, access, use, and disclosure of electronic communications and data. (l) Other safeguarding or 
reporting requirements. The safeguarding and cyber incident reporting required by this clause in no way 
abrogates the Contractor’s responsibility for other safeguarding or cyber incident reporting pertaining to its 
unclassified information systems as required by other applicable clauses of this contract, or as a result of 
other applicable U.S. Government statutory or regulatory requirements. (m) Subcontracts. The Contractor 
shall (1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual 
instruments, for operationally critical support, or for which subcontract performance will involve covered 
defense information, including subcontracts for commercial products or commercial services, without 
alteration, except to identify the parties. The Contractor shall determine if the information required for 
subcontractor performance retains its identity as covered defense information and will require protection 
under this clause, and, if necessary, consult with the Contracting Officer; and (2) Require subcontractors to 
(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary from a 
NIST SP 800-171 security requirement to the Contracting Officer, in accordance with paragraph (b)(2)(ii)(B) 
of this clause; and (ii) Provide the incident report number, automatically assigned by DoD, to the prime 
Contractor (or next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident to 
DoD as required in paragraph of this clause. 
 

 (End of Clause) 
*************************************************************************** 
 
 
 
 
52.204-27 Prohibition on a ByteDance Covered Application.  
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Prohibition on a Bytedance Covered Application (JUN 2023) (a) Definitions. As used in this clause 
Covered application means the social networking service TikTok or any successor application or 
service developed or provided by ByteDance Limited or an entity owned by ByteDance Limited. 
Information technology, as defined in 40 U.S.C. 11101(6) (1) Means any equipment or 
interconnected system or subsystem of equipment, used in the automatic acquisition, storage, 
analysis, evaluation, manipulation, management, movement, control, display, switching, 
interchange, transmission, or reception of data or information by the executive agency, if the 
equipment is used by the executive agency directly or is used by a contractor under a contract with 
the executive agency that requires the use (i) Of that equipment; or (ii) Of that equipment to a 
significant extent in the performance of a service or the furnishing of a product; (2) Includes 
computers, ancillary equipment (including imaging peripherals, input, output, and storage devices 
necessary for security and surveillance), peripheral equipment designed to be controlled by the 
central processing unit of a computer, software, firmware and similar procedures, services 
(including support services), and related resources; but (3) Does not include any equipment 
acquired by a Federal contractor incidental to a Federal contract. (b) Prohibition. Section 102 of 
Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117328), the No TikTok on 
Government Devices Act, and its implementing guidance under Office of Management and Budget 
(OMB) Memorandum M2313, dated February 27, 2023, No TikTok on Government Devices 
Implementation Guidance, collectively prohibit the presence or use of a covered application on 
executive agency information technology, including certain equipment used by Federal 
contractors. The Contractor is prohibited from having or using a covered application on any 
information technology owned or managed by the Government, or on any information technology 
used or provided by the Contractor under this contract, including equipment provided by the 
Contractor employees; however, this prohibition does not apply if the Contracting Officer provides 
written notification to the Contractor that an exception has been granted in accordance with OMB 
Memorandum M2313. (c) Subcontracts. The Contractor shall insert the substance of this clause, 
including this paragraph (c), in all subcontracts, including subcontracts for the acquisition of 
commercial products or commercial services. 
 

(End of Text) 
****************************************************************************************** 
 
LM Proc Note 215-9013 PRODUCTION FACILITY CHANGES (SEPT 2015)  
 
UCF SECTION F  
UCF SECTION F PRODUCTION FACILITY CHANGES  
(a) The performance of any of the work contracted for in any place other than that named in the 
contract is prohibited unless specifically approved by the Contracting Officer. Written requests for 
a change in production facilities must be submitted in writing to the Contracting Officer. Changes 
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in production facilities may be approved, provided: (1) Performance by small business or in labor 
surplus areas as required by the contract will not be changed; (2) The change will not cause a delay 
in delivery or necessitate a change in the purchase description; (3) The free on board (f.o.b.) point 
is not changed; and (4) Each request is supported by a price reduction of 250.00 to cover the 
Government administrative costs to process the change. (b) The Government reserves the right to 
deny approval even if these four elements are met.  
 

(End of Text) 
******************************************************************************************** 
 
M11 Approved Suppliers for Circuit Card Assemblies and Printed Circuit Boards within Federal 
Supply Class (FSC) 5998 Electrical and Electronic Assemblies, Boards, Cards, and Associated 
Hardware (MAR 2023)  
 
(1) Application: (a) Applies to procurements for circuit card assemblies and printed circuit boards 
within FSC 5998 regardless of the dollar value. 
 
(2) Definitions: As used in this procurement note: (a) Circuit card assembly means any flat board 
with electronic components placed on it. (b) Printed circuit Board means any partially 
manufactured or complete bare printed circuit board or fully or partially assembled printed circuit 
board. 
 
(3) Restrictions: (a) Circuit card assemblies and printed circuit boards within this FSC are restricted 
to the sources of supply listed below. (b) The Government cannot procure a circuit card assembly 
or printed circuit board that is manufactured, assembled, or delivered from a Covered Nation (see 
Covered Nation definition in DLAD 2.101) under this solicitation or any resulting contract. 
 
(4) Sources of Supply: (a) The approved source (e.g., Original Component Manufacturer 
(OCM)/Original Equipment Manufacturer (OEM)) for the item specified in the solicitation and 
contract; or (b) The approved source on the applicable Qualified Products List (QPL)/Qualified 
Manufacturers List (QML); or (c) The authorized distributors of the OCM/OEM or QPL/QML for the 
item specified in the solicitation and contract that can provide supply chain traceability 
documentation of the item in accordance with DLAD Procurement Note C03 Contractor Retention 
of Supply Chain Documentation (June 2020); or (d) Distributors with a written authorized 
distribution agreement from the approved source of supply (i.e., OCM/OEM) of the item specified in 
the solicitation or contract that can provide supply chain traceability documentation of the item in 
accordance with the DLAD Procurement Note: C03 Contractor Retention of Supply Chain 
Documentation (June 2020). Examples of acceptable supply chain documentation can be found at 
https://www.dla.mil/LandandMaritime/Business/Selling/Counterfeit-Detection-Avoidance- 
Program/  
 
(5) Requirements: (a) The awardee must also meet the following requirements: (i) Provide post 
award traceability documentation. If the contracting officer is unable to obtain traceability 

https://www.dla.mil/LandandMaritime/Business/Selling/Counterfeit-Detection-Avoidance-%20Program/
https://www.dla.mil/LandandMaritime/Business/Selling/Counterfeit-Detection-Avoidance-%20Program/
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accounting for 100 of the material, the contracting officer reserves the right to reject the material 
based on the above prohibition. (ii) Obtain written contracting officer approval prior to shipment.  
 

End of Text 
****************************************************************************************** 
 
 
RQ032: EXPORT CONTROL OF TECHNICAL DATA 
 
This item has technical data some or all of which is subject to export-control of either the 
International Traffic in Arms regulations (ITAR) or the Export Administration Regulations (EAR), and 
cannot be exported without prior authorization from either the Department of State or the 
Department of Commerce. Export includes disclosure of technical data to foreign persons and 
nationals whether located in the United States or abroad. This requirement applies equally to 
foreign national employees and U.S. companies and their foreign subsidiaries. DFARS 252.225-
7048 is applicable to this data. 
The Defense Logistics Agency (DLA) limits distribution of export-control technical data to DLA 
contractors that have an approved US/Canada Joint Certification Program (JCP) certification, have 
completed the Introduction to Proper Handling of DOD Export-Controlled Technical Data Training 
and the DLA Export-Controlled Technical Data Questionnaire (both are available at the web 
address given below), and have been approved by the DLA controlling authority to access the 
export-controlled data. Instructions for obtaining access to the export-controlled data can be 
found at: https://www.dla.mil/Logistics-Operations/Enhanced-Validation/ 
To be eligible for award, offerors and any sources of supply proposed for use are required to have 
an approved JCP certification and have been approved by the DLA controlling authority to access 
export-controlled data managed by DLA. DLA will not delay award in order for an offeror or its 
supplier to apply for and receive approval by the DLA controlling authority to access the export-
controlled data. 
 

(End of Text) 
******************************************************************************************** 
 
RA001: THIS DOCUMENT INCORPORATES TECHNICAL AND/OR QUALITY REQUIREMENTS 
(IDENTIFIED BY AN 'R' OR AN 'I' NUMBER) SET FORTH IN FULL TEXT IN THE DLA MASTER LIST OF 
TECHNICAL AND QUALITY REQUIREMENTS FOUND ON THE WEB AT: 
http://www.dla.mil/HQ/Acquisition/Offers/eProcurement.aspx  
 

(End of Text) 
******************************************************************************************** 
 
SAMPLING:  

http://www.dla.mil/HQ/Acquisition/Offers/eProcurement.aspx
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THE SAMPLING METHOD SHALL BE IN ACCORDANCE WITH MIL-STD-1916 OR ASQ H1331, TABLE 1 
OR A COMPARABLE ZERO BASED SAMPLING PLAN UNLESS OTHERWISE SPECIFIED BY THE 
CONTRACT. IF THE APPLICABLE DRAWING, SPECIFICATION, STANDARD, OR QUALITY ASSURANCE 
PROVISION (QAP) SPECIFIES CRITICAL, MAJOR AND/OR MINOR ATTRIBUTES, THEY SHALL BE 
ASSIGNED VERIFICAITON LEVELS OF VII, IV AND II OR AQLS OF 0.1, 1.0 AND 4.0 RESPECTIVELY. 
UNSPECIFIED ATTRIBUTES SHALL BE CONSIDERED AS MAJOR UNLESS SAMPLING PLANS ARE 
SPECIFIED IN APPLICABLE DOCUMENTS. FOR MIL-STD-1916, THE MANUFACTURER MAY USE THE 
ATTRIBUTE OR VARIABLE INSPECTION METHOD AT THEIR OPTION OR PER THE CONTRACT. MIL-
STD-105/ASQ Z1.4 MAY BE USED TO SET SAMPLE LOT SIZE, BUT ACCEPTANCE WOULD BE ZERO 
NON-CONFORMANCES IN THE SAMPLE LOT UNLESS OTHERWISE SPECIFIED IN THE CONTRACT. 
ADEQUATE DATA FOR THE EVALUATION OF ALTERNATE OFFERS IS NOT AVAILABLE AT THE 
PROCUREMENT AGENCY.THE OFFEROR MUST PROVIDE A COMPLETE DATA PACKAGE INCLUDING 
DATA FOR THE APPROVED AND ALTERNATE PART FOR EVALUATION.  
 
Government First Article Preproduction approval required. Testing will be in accordance with 
applicable drawings, specifications and/or Engineering instructions. The first article offered shall be 
manufactured at the facilities in which production quantities are procured and produced under this 
contract. When submitting the first article(s) for government testing, a copy of the contract and all 
applicable drawings, specifications, engineering instructions, certifications, and inspection sheets 
shall be provided. Upon receipt and evaluation of the test report from the responsible government 
testing location, the contracting officer will provide final notification to the manufacturer. Any 
questions or concerns regarding the first article test requirements must be submitted through the 
contracting officer. 
 

(End of Text) 
******************************************************************************************** 
 
Additional Wide Area Workflow (WAWF) instructions for government first article test CLIN:  
 
The contractor shall code the receiving report for government first article test CLIN in WAWF as 
Follows: 
A: Inspection at origin (Source) - Enter the DCMA office DODAAC listed on page 1 of the contract. 
B: Acceptance by other - Enter the issue by office DODAAC listed on page 1 of the contract. 
C: Ship to code - Enter the DODAAC of the test facility listed for the government first article test 
CLIN in the contract (See FAR Clause 52.209-4). 
 

(End of Text) 
******************************************************************************************** 
 
FIRST ARTICLE TEST MARKING INSTRUCTIONS:  
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FAT sample(s) packaging shall be clearly marked "FIRST ARTICLE TEST EXHIBIT(S) DO NOT POST 
TO STOCK!!!" in largest font possible with contrasting color to the packaging. Marking shall be 
located adjacent to the Package Shipping Label side and on at least one additional side of the 
package. 
 

(End of Text) 
******************************************************************************************** 
 
REV:ENGINEERING DATA REQUIREMENTS (ATTACHMENT"A")19 MAY 2015:  
 
1. THE FOLLOWING INSTRUCTIONS ARE FURNISHED FOR THE MANUFACTURE OF: 
MICROPROCESSOR/RAM, INTERFACE ASSY (F-16) 2. PART NUMBER: 785R268G01 3. NATIONAL 
STOCK NUMBER: 5998-01-400-1488EH 4. THE FOLLOWING SPECIFICATIONS/STANDARDS, ETC., 
WILL BE USED IN LIEU OF THE DATA INDICATED. THE SUPERSEDED DATA WILL NOT BE 
FURNISHED UNLESS SO INDICATED. 5. THE SOURCE/MATERIAL IF LISTED ON THE STANDARDS, 
SPECIFICATION AND DRAWINGS ARE THE ONLY SOURCE/MATERIALS FOR THOSE ITEMS. 
SUBSTITUTIONS SHALL HAVE PRIOR APPROVAL BY THE COGNIZANT ENGINEERING ACTIVITY. 6. 
DEVIATIONS FROM SPECIFICATIONS IDENTIFIED IN CONTROL DRAWINGS ARE NOT AUTHORIZED 
WITHOUT PRIOR APPROVAL BY ENGINEERING. 7. THIS IS AN AIRCRAFT PART. USE THE 
APPROPRIATE PORTION OF MIL-STD-2000 THAT APPLIES TO AIRCRAFT SOLDERING FOR ALL 
SOLDERING REQUIREMENTS. *NOTE: J-STD-001 MAY BE USED IN LIEU OF MIL-STD-2000, IF 
SPECIFICATION MEETS OR EXCEEDS MIL-STD-2000. 7.1 EFFECTIVE 9 MAY 2005 THE DEPARTMENT 
OF THE AIR FORCE ISSUED AN AIR WORTHINESS ADVISORY(M-05-01) REGARDING THE USE OF 
LEAD-FREE SOLDER IN ELECTRICAL AND ELECTRONIC MILITARY PRODUCTS. TO DATE, NO LEAD-
FREE SOLDER FORMULATION HAS MATCHED THE RELIABILITY AND PERFORMANCE QUALITIES OF 
THE STANDARD LEADED SOLDERS. THEREFORE, UNTIL SUCH TIME AS A SUITABLE, RELIABLE 
LEAD-FREE SOLDER REPLACEMENT IS IDENTIFIED, ALL ELECTRONIC EQUIPMENT SUPPLIERS 
SHALL CONTINUE TO PROVIDE THE DEPARTMENT OF THE AIR FORCE WITH ITEMS WHICH MEET 
ALL PERFORMANCE, COMPATIBILITY, AND RELIABILITY STANDARDS PREVIOUSLY ESTABLISHED 
WITH LEADED SOLDERS. FAILURE TO DO SO, COULD ADVERSELY IMPACT THE PERFORMANCE 
AND RELIABILITY OF WEAPON SYSTEMS AFFECTING NATIONAL SECURITY. 7.2 THE USE OF LEAD-
FREE SOLDER OR LEAD-FREE PLATED COMPONENTS IN MILITARY ELECTRONIC PRODUCTS IS 
CONSIDERED A FLIGHT SAFETY AND NATIONAL SECURITY CONCERN. FOR THIS REASON THE US 
AIR FORCE WANTS TO BE NOTIFIED WHEN LEAD-FREE COMPONENTS AND MANUFACTURING 
PROCESSES HAVE BEEN IMPLEMENTED. AS PART OF SATISFACTORY COMPLIANCE WITH THE 
REQUIREMENTS OF THIS CONTRACT THE US AIR FORCE REQUIRES NOTIFICATION ON A NO-COST 
BASIS WHEN ANY OF THE FOLLOWING CONDITIONS EXIST: 1. COMMERCIAL OFF-THE-SHELF 
(COTS) OR ANY OTHER ELECTRICAL COMPONENTS THAT CONTAIN LEAD- FREE SOLDER OR 
LEAD-FREE PLATED COMPONENTS ARE USED IN THE END-ITEM. 2. ANY LEAD-FREE COMPONENT 
OR PART USED TO MANUFACTURE THE END ITEM THAT IS NOT IDENTIFIED WITH A SEPARATE 
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PART NUMBER OR DESIGNATION. 7.3 IF NO LEAD-FREE, LEAD-FREE PLATED COTS OR ANY OTHER 
LEAD-FREE ELECTRICAL OR ELECTRONICS COMPONENTS EXIST IN THE MANUFACTURED END-
ITEM, THE CONTRACTOR SHALL PROVIDE WRITTEN CERTIFICATION OF COMPLIANCE AS A 
DELIVERABLE WITH THE CONTRACT. 1. USE INDUSTRY STANDARD IPC-1066, "MARKING, 
SYMBOLS AND LABELS FOR IDENTIFICATION OF LEAD- FREE AND OTHER REPORTABLE 
MATERIALS IN LEAD-FREE ASSEMBLIES, COMPONENTS AND DEVICES," 2. INCLUDE THE 
PROGRAM ENGINEER'S EVALUATION OF THE PURCHASING/REPAIR ITEM FOR ANY "LEAD- FREE" 
MILITARY PART(S) IN REFERENCE TO ITS' RELIABILITY, PERFORMANCE AND COMPATIBILITY FOR 
THE SYSTEM. 8. Mark per drawing and MIL-STD-130. 
 

(End of Text) 
******************************************************************************************** 
 
ITEM IS ES/EM SENSITIVE PER THE DRAWING.  
 
ESD and PHYSICAL protection are required for contacts, leads, terminals, and other protrusions by 
means of container design, cushioning, and/or other ESD protective devices. Components with 
pins or leads shall have adequate cushioning to PREVENT DAMAGE, BREAKAGE and/or BENDING 
OF LEADS when not specified in the packaging codes. 
 
This item requires DOD QUALIFIED Electrostatic Discharge (ESD) and/or Electromagnetic 
Interference (EMI) protective packaging materials in accordance with MIL-PRF-81705. All items 
subject to degradation from ESD/EMI environmental field forces shall be handled and packaged at 
an approved field force protective work station. 
 
For ESD protection MIL-PRF-81705, Type I (MIL-DTL-117, Type I, Class F, Style 1) converted bag 
barrier material shall be used along with MIL-PRF-81705, Type III (MIL-DTL-117 Type II, Class H, 
Style 2) barrier material wrap if the contract doesn't specifically require ESD approved cushioning. 
 
For EMI protection MIL-PRF-81705, Type I (MIL-DTL-117, Type I, Class F, Style 1) converted bag 
barrier material shall be used. 
 
The supplier shall be responsible for verifying that all MIL-PRF-81705 barrier materials (or 
converted bags) were supplied from a qualified manufacturer currently listed on QPL-81705. 
For additional ESD/EMI packaging information, refer to the following DLA packaging website: 
https://www.dla.mil/HQ/LogisticsOperations/Packaging/PackFAQs/ESDS/ 
 
If the preservation method code in the solicitation does not specify ESD/EMI protection and the 
Offeror's proposed item of supply is subject to degradation from ESD/EMI environmental field 
forces, Offerors shall provide appropriate technical packaging data with their proposals. 

https://www.dla.mil/HQ/LogisticsOperations/Packaging/PackFAQs/ESDS/
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(End of Text) 

******************************************************************************************** 
 
252.223-7001 HAZARD WARNING LABELS (DEC 1991) DFARS 
 
(a) “Hazardous material,” as used in this clause, is defined in the Hazardous Material Identification 
and Material Safety Data clause of this contract. (b) The Contractor shall label the item package 
(unit container) of any hazardous material to be delivered under this contract in accordance with 
the Hazard Communication Standard (29 CFR 1910.1200 et seq). The Standard requires that the 
hazard warning label conform to the requirements of the standard unless the material is otherwise 
subject to the labelling requirements of one of the following statutes:  

(1) Federal Insecticide, Fungicide and Rodenticide Act;  
(2) Federal Food, Drug and Cosmetics Act; 
(3) Consumer Product Safety Act;  
(4) Federal Hazardous Substances Act; or (5) Federal Alcohol Administration Act.  

(c) The Offeror shall list which hazardous material listed in the Hazardous Material Identification 
and Material Safety Data clause of this contract will be labelled in accordance with one of the Acts 
in paragraphs (b)(1) through (5) of this clause instead of the Hazard Communication Standard. Any 
hazardous material not listed will be interpreted to mean that a label is required in accordance 
with the Hazard Communication Standard. 
 

MATERIAL 
(If None, Insert “None.”) 

ACT 

  
  
  

 
(d) The apparently successful Offeror agrees to submit, before award, a copy of the hazard warning 
label for all hazardous materials not listed in paragraph (c) of this clause. The Offeror shall submit 
the label with the Material Safety Data Sheet being furnished under the Hazardous Material 
Identification and Material Safety Data clause of this contract.  
(e) The Contractor shall also comply with MIL-STD-129, Marking for Shipment and Storage 
(including revisions adopted during the term of this contract). (End of clause) 
 

(End of Text) 
******************************************************************************************** 
 
252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT 
REPORTING (DEVIATION 2024-O0013) (MAY 2024) DFARS 
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(a) Definitions. As used in this clause 
Adequate security means protective measures that are commensurate with the consequences and 
probability of loss, misuse, or unauthorized access to, or modification of information. 
Compromise means disclosure of information to unauthorized persons, or a violation of the 
security policy of a system, in which unauthorized intentional or unintentional disclosure, 
modification, destruction, or loss of an object, or the copying of information to unauthorized media 
may have occurred. 
 
Contractor attributional/proprietary information means information that identifies the 
contractor(s), whether directly or indirectly, by the grouping of information that can be traced back 
to the contractor(s) (e.g., program description, facility locations), personally identifiable 
information, as well as trade secrets, commercial or financial information, or other commercially 
sensitive information that is not customarily shared outside of the company. 
 
Controlled technical information means technical information with military or space application 
that is subject to controls on the access, use, reproduction, modification, performance, display, 
release, disclosure, or dissemination. Controlled technical information would meet the criteria, if 
disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 
5230.24, Distribution Statements on Technical Documents. The term does not include information 
that is lawfully publicly available without restrictions. 
 
Covered contractor information system means an unclassified information system that is owned, 
or operated by or for, a contractor and that processes, stores, or transmits covered defense 
information. 
 
Covered defense information means unclassified controlled technical information or other 
information, as described in the Controlled Unclassified Information (CUI) 
Registry at http://www.archives.gov/cui/registry/category-list.html that requires safeguarding or 
dissemination controls pursuant to and consistent with law, regulations, and Governmentwide 
policies, and is – 
 
(1) Marked or otherwise identified in the contract, task order, or delivery order and provided to the 
contractor by or on behalf of DoD in support of the performance of the contract; or 
 
(2) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in 
support of the performance of the contract. 
 
Cyber incident means actions taken through the use of computer networks that result in a 
compromise or an actual or potentially adverse effect on an information system and/or the 
information residing therein. 
 
Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data 
for investigative purposes in a manner that maintains the integrity of the data. 

http://www.archives.gov/cui/registry/category-list.html
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Information system means a discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of information. 
 
Malicious software means computer software or firmware intended to perform an unauthorized 
process that will have adverse impact on the confidentiality, integrity, or availability of an 
information system. This definition includes a virus, worm, Trojan horse, or other code-based entity 
that infects a host, as well as spyware and some forms of adware. 
 
Media means physical devices or writing surfaces including, but is not limited to, magnetic tapes, 
optical disks, magnetic disks, large-scale integration memory chips, and printouts onto which 
covered defense information is recorded, stored, or printed within a covered contractor information 
system. 
 
Operationally critical support means supplies or services designated by the Government as critical 
for airlift, sealift, intermodal transportation services, or logistical support that is essential to the 
mobilization, deployment, or sustainment of the Armed Forces in a contingency operation. 
 
Rapidly report means within 72 hours of discovery of any cyber incident. 
 
Technical information means technical data or computer software, as those terms are defined in 
the clause at DFARS 252.227-7013, Rights in Technical Data --Other Than Commercial Products 
and Commercial Services, regardless of whether or not the clause is incorporated in this 
solicitation or contract. Examples of technical information include research and engineering data, 
engineering drawings, and associated lists, specifications, standards, process sheets, manuals, 
technical reports, technical orders, catalog-item identifications, data sets, studies and analyses 
and related information, and computer software executable code and source code. 
 
(b) Adequate security. The Contractor shall provide adequate security on all covered contractor 
information systems. To provide adequate security, the Contractor shall implement, at a minimum, 
the following information security protections: 
 
(1) For covered contractor information systems that are part of an Information Technology (IT) 
service or system operated on behalf of the Government, the following security requirements apply: 
(i) Cloud computing services shall be subject to the security requirements specified in the clause 
252.239-7010, Cloud Computing Services, of this contract.(ii) Any other such IT service or system 
(i.e., other than cloud computing) shall be subject to the security requirements specified elsewhere 
in this contract. 
(2) For covered contractor information systems that are not part of an IT service or system operated 
on behalf of the Government and therefore are not subject to the security requirement specified at 
paragraph (b)(1) of this clause, the following security requirements apply: 
 
(i) Except as provided in paragraph (b)(2)(ii) of this clause, the covered contractor information 
system shall be subject to the security requirements in National Institute of Standards and 
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Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified 
Information in Nonfederal Information Systems and Organizations”, Revision 2 (available via the 
internet at http://dx.doi.org/10.6028/NIST.SP.800-171 ). 
 
(ii) (A) The Contractor shall implement NIST SP 800-171, as soon as practical, but not later than 
December 31, 2017. For all contracts awarded prior to October 1, 2017, the Contractor shall notify 
the DoD Chief Information Officer (CIO), via email at osd.dibcsia@mail.mil , 
within 30 days of contract award, of any security requirements specified by NIST SP 800-171 not 
implemented at the time of contract award. 
 
(B) The Contractor shall submit requests to vary from NIST SP 800-171 in writing to the Contracting 
Officer, for consideration by the DoD CIO. The Contractor need not implement any security 
requirement adjudicated by an authorized representative of the DoD CIO to be nonapplicable or to 
have an alternative, but equally effective, security measure that may be implemented in its place. 
 
(C) If the DoD CIO has previously adjudicated the contractor's requests indicating that a 
requirement is not applicable or that an alternative security measure is equally effective, a copy of 
that approval shall be provided to the Contracting Officer when requesting its recognition under this 
contract. 
 
(D) If the Contractor intends to use an external cloud service provider to store, process, or transmit 
any covered defense information in performance of this contract, the Contractor shall require and 
ensure that the cloud service provider meets security requirements equivalent to those established 
by the Government for the Federal Risk and Authorization Management Program (FedRAMP) 
Moderate baseline (https://www.fedramp.gov/resources/documents/ ) and that the cloud service 
provider complies with requirements in paragraphs (c) through (g) of this clause for cyber incident 
reporting, malicious software, media preservation and protection, access to additional information 
and equipment necessary for forensic analysis, and cyber incident damage assessment. 
 
(3) Apply other information systems security measures when the Contractor reasonably determines 
that information systems security measures, in addition to those identified in paragraphs (b)(1) and  
(2) of this clause, may be required to provide adequate security in a dynamic environment or to 
accommodate special circumstances (e.g., medical devices) and any individual, isolated, or 
temporary deficiencies based on an assessed risk or vulnerability. These measures may be 
addressed in a system security plan. 
 
(c) Cyber incident reporting requirement. 
 
(1) When the Contractor discovers a cyber incident that affects a covered contractor information 
system or the covered defense information residing therein, or that affects the contractor's ability 
to perform the requirements of the contract that are designated as operationally critical support 
and identified in the contract, the Contractor shall -- 
 

http://dx.doi.org/10.6028/NIST.SP.800-171
mailto:osd.dibcsia@mail.mil
https://www.fedramp.gov/resources/documents/


 

 

Title:  

DLA Vendor Flow Downs 

Date: 

03/12/25 

Rev: 

1 

 

16 | P a g e  
 

(i) Conduct a review for evidence of compromise of covered defense information, including, but not 
limited to, identifying compromised computers, servers, specific data, and user accounts. This 
review shall also include analyzing covered contractor information system(s) that were part of the 
cyber incident, as well as other information systems on the Contractor's network(s), that may have 
been accessed as a result of the incident in order to identify compromised covered defense 
information, or that affect the Contractor's ability to provide operationally critical support; and 
(ii) Rapidly report cyber incidents to DoD at https://dibnet.dod.mil. 
 
(2) Cyber incident report. The cyber incident report shall be treated as information created by or for 
DoD and shall include, at a minimum, the required elements at https://dibnet.dod.mil. 
(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance with 
this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium 
assurance certificate to report cyber incidents. For information on obtaining a DoD-approved 
medium assurance certificate, see https://public.cyber.mil/eca/. 
 
(d) Malicious software. When the Contractor or subcontractors discover and isolate malicious 
software in connection with a reported cyber incident, submit the malicious software to DoD Cyber 
Crime Center (DC3) in accordance with instructions provided by DC3 or the Contracting Officer. Do 
not send the malicious software to the Contracting Officer. 
 
(e) Media preservation and protection. When a Contractor discovers a cyber incident has occurred, 
the Contractor shall preserve and protect images of all known affected information systems 
identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture data for at 
least 90 days from the submission of the cyber incident report to allow DoD to request the media or 
decline interest. 
 
(f) Access to additional information or equipment necessary for forensic analysis. Upon request by 
DoD, the Contractor shall provide DoD with access to additional information equipment that is 
necessary to conduct a forensic analysis. 
 
(g) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment, 
the Contracting Officer will request that the Contractor provide all of the damage assessment 
information gathered in accordance with paragraph (e) of this clause. 
 
(h) DoD safeguarding and use of contractor attributional/proprietary information. The Government 
shall protect against the unauthorized use or release of information obtained from the contractor 
(or derived from information obtained from the contractor) under this clause that includes 
contractor attributional/proprietary information, including such information submitted in 
accordance with paragraph (c). To the maximum extent practicable, the Contractor shall identify 
and mark attributional/proprietary information. In making an authorized release of such 
information, the Government will implement appropriate procedures to minimize the contractor 
attributional/proprietary information that is included in such authorized release, seeking to include 
only that information that is necessary for the authorized purpose(s) for which the information is 
being released. 

https://dibnet.dod.mil/
https://public.cyber.mil/eca/
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(i) Use and release of contractor attributional/proprietary information not created by or for DoD. 
Information that is obtained from the contractor (or derived from information obtained from the 
contractor) under this clause that is not created by or for DoD is authorized to be released outside 
of DoD -- 
 
(1) To entities with missions that may be affected by such information; 
 
(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber 
incidents; 
 
(3) To Government entities that conduct counterintelligence or law enforcement investigations; 
 
(4) For national security purposes, including cyber situational awareness and defense purposes 
(including with Defense Industrial Base (DIB) participants in the program at 32 CFR part 236); or 
 
(5) To a support services contractor (“recipient”) that is directly supporting Government activities 
under a contract that includes the clause at 252.204-7009, Limitations on the Use or Disclosure of 
Third-Party Contractor Reported Cyber Incident Information. 
 
(j) Use and release of contractor attributional/proprietary information created by or for DoD. 
Information that is obtained from the contractor (or derived from information obtained from the 
contractor) under this clause that is created by or for DoD (including the information submitted 
pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for 
purposes and activities authorized by paragraph 
 
(i) of this clause, and for any other lawful Government purpose or activity, subject to all applicable 
statutory, regulatory, and policy based restrictions on the Government's use and release of such 
information. 
 
(k) The Contractor shall conduct activities under this clause in accordance with applicable laws 
and regulations on the interception, monitoring, access, use, and disclosure of electronic 
communications and data. 
 
(l) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting 
required by this clause in no way abrogates the Contractor's responsibility for other safeguarding or 
cyber incident reporting pertaining to its unclassified information systems as required by other 
applicable clauses of this contract, or as a result of other applicable U.S. Government statutory or 
regulatory requirements. 
(m) Subcontracts. The Contractor shall – 
 
(1) Include this clause, including this paragraph (m), in subcontracts, or similar contractual 
instruments, for operationally critical support, or for which subcontract performance will involve 
covered defense information, including subcontracts for commercial products or commercial 
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services, without alteration, except to identify the parties. The Contractor shall determine if the 
information required for subcontractor performance retains its identity as covered defense 
information and will require protection under this clause, and, if necessary, consult with the 
Contracting Officer; and 
 
(2) Require subcontractors to – 
 
(i) Notify the prime Contractor (or next higher-tier subcontractor) when submitting a request to vary 
from a NIST SP 800-171 security requirement to the Contracting Officer, in accordance with 
paragraph (b)(2)(ii)(B) of this clause; and 
 
(ii) Provide the incident report number, automatically assigned by DoD, to the prime Contractor (or 
next higher-tier subcontractor) as soon as practicable, when reporting a cyber incident to DoD as 
required in paragraph (c) of this clause. 
 

(End of clause) 
***************************************************************************** 
 
52.219-28 POST-AWARD SMALL BUSINESS PROGRAM REREPRESENTATION (FEB 2024) FAR 
 
Insert the following deviation clause in solicitations and contracts exceeding the micro-purchase 
threshold to be set aside for, or to be awarded on a sole source basis to, service-disabled veteran-
owned small business concerns, when the contract is for supplies to be delivered or services to be 
performed in the United States or its outlying areas, or when the contracting officer has applied 
FAR part 19.3 in accordance with FAR 19.000(b)(1):  
 
(a) Definitions. As used in this clause -- Long-term contract means a contract of more than five 
years in duration, including options. However, the term does not include contracts that exceed five 
years in duration because the period of performance has been extended for a cumulative period 
not to exceed six months under the clause at 52.217 -8, Option to Extend Services, or other 
appropriate authority. Small business concern –  
 
(1) Means a concern, including its affiliates, that is independently owned and operated, not 
dominant in its field of operation, and qualified as a small business under the criteria in 
13 CFR part 121 and the size standard in paragraph (d) of this clause. 
(2) Affiliates, as used in this definition, means business concerns, one of whom directly or 
indirectly controls or has the power to control the others, or a third party or parties control or have 
the power to control the others. In determining whether affiliation exists, consideration is given to 
all appropriate factors including common ownership, common management, and contractual 
relationships. SBA determines affiliation based on the factors set forth at 13 CFR 121.103.  
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(b) If the Contractor represented that it was any of the small business concerns identified in 
19.000(a)(3) prior to award of this contract, the Contractor shall rerepresent its size and 
socioeconomic status according to paragraph (f) of this clause or, if applicable, paragraph (h) of 
this clause, upon occurrence of any of the following:  
(1) Within 30 days after execution of a novation agreement or within 30 days after modification of 
the contract to include this clause, if the novation agreement was executed prior to inclusion of 
this clause in the contract.  
(2) Within 30 days after a merger or acquisition that does not require a novation or within 30 days 
after modification of the contract to include this clause, if the merger or acquisition occurred prior 
to inclusion of this clause in the contract.  
(3) For long-term contracts –  
(i) Within 60 to 120 days prior to the end of the fifth year of the contract; and  
(ii) Within 60 to 120 days prior to the date specified in the contract for exercising any option 
thereafter.  
 
(c) If the Contractor represented that it was any of the small business concerns identified in 
19.000(a)(3) prior to award of this contract, the Contractor shall represent its size and 
socioeconomic status according to paragraph (f) of this clause or, if applicable, paragraph (h) of 
this clause, when the Contracting Officer explicitly requires it for an order issued under a multiple-
award contract.  
 
(d) The Contractor shall represent its size status in accordance with the size standard in effect at 
the time of this representation that corresponds to the North American Industry Classification 
System (NAICS) code(s) assigned to this contract. The small business size standard corresponding 
to this NAICS code(s) can be found at https://www.sba.gov/document/support--table-size-
standards  
 
(e) The small business size standard for a Contractor providing an end item that it does not 
manufacture, process, or produce itself, for a contract other than a construction or service 
contract, is 500 employees, or 150 employees for information technology value-added resellers 
under NAICS code 541519, if the acquisition –  
(1) Was set aside for small business and has a value above the simplified acquisition threshold;  
(2) Used the HUBZone price evaluation preference regardless of dollar value, unless the 
Contractor waived the price evaluation preference; or  
(3) Was an 8(a), HUBZone, service-disabled veteran-owned, economically disadvantaged women-
owned, or women-owned small business set-aside or sole-source award regardless of dollar value.  
(f) Except as provided in paragraph (h) of this clause, the Contractor shall make the 
representation(s) required by paragraph (b) and (c) of this clause by validating or updating all its 
representations in the Representations and Certifications section of the System for Award 
Management (SAM) and its other data in SAM, as necessary, to ensure that they reflect the 

https://www.sba.gov/document/support--table-size-standards
https://www.sba.gov/document/support--table-size-standards
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Contractor's current status. The Contractor shall notify the contracting office in writing within the 
timeframes specified in paragraph (b) of this clause, or with its offer for an order (see paragraph (c) 
of this clause), that the data have been validated or updated, and provide the date of the validation 
or update.  
 
(g) If the Contractor represented that it was other than a small business concern prior to award of 
this contract, the Contractor may, but is not required to, take the actions required by paragraphs (f) 
or (h) of this clause.  
 
(h) If the Contractor does not have representations and certifications in SAM, or does not have a 
representation in SAM for the NAICS code applicable to this contract, the Contractor is required to 
complete the following rerepresentation and submit it to the contracting office, along with the 
contract number and the date on which the rerepresentation was completed:  
(1) The Contractor represents that it [] is, [] is not a small business concern under NAICS Code 
assigned to contract number.  
(2) [Complete only if the Contractor represented itself as a small business concern in paragraph 
(h)(1) of this clause.] The Contractor represents that it [] is, [] is not, a small disadvantaged 
business concern as defined in 13 CFR 124.1002 
(3) [Complete only if the Contractor represented itself as a small business concern in paragraph 
(h)(1) of this clause.] The Contractor represents that it [] is, [] is not a women-owned small 
business concern. 
(4) Women-owned small business (WOSB) joint venture eligible under the WOSB Program. The 
Contractor represents that it [] is, [] is not a joint venture that complies with the requirements of 
13 CFR 127.506(a) through (c). [The Contractor shall enter the name and unique entity identifier of 
each party to the joint venture: .]  
(5) Economically disadvantaged women-owned small business (EDWOSB) joint venture. The 
Contractor represents that it [] is, [] is not a joint venture that complies with the requirements of 13 
CFR 127.506 (a)through(c).  [The Contractor shall enter the name and unique entity identifier of 
each party to the joint venture: .]  
(6) [Complete only if the Contractor represented itself as a small business concern in paragraph 
(h)(1) of this clause.] The Contractor represents that it [] is, [] is not a veteran-owned small 
business concern.  
(7) [Complete only if the Contractor represented itself as a veteran-owned small business concern 
in paragraph (h)(6) of this clause.] The Contractor represents that it [] is, [] is not a service-disabled 
veteran-owned small business concern.  
(8) Service-disabled veteran-owned small business (SDVOSB) joint venture eligible under the 
SDVOSB Program. The Contractor represents that it [] is, [] is not an SDVOSB joint venture eligible 
under the SDVOSB Program that complies with the requirements of 13 CFR 128.402. [The 
Contractor shall enter the name and unique entity identifier of each party to the joint venture: .]  
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(9) [Complete only if the Contractor represented itself as a small business concern in paragraph 
(h)(1) of this clause.] The Contractor represents that -- (i) It [] is, [] is not a HUBZone small business 
concern listed, on the date of this representation, on the List of Qualified HUBZone Small Business 
Concerns maintained by the Small Business Administration, and no material changes in ownership 
and control, principal office, or HUBZone employee percentage have occurred since it was 
certified in accordance with 13 CFR part 126; and (ii) It [] is, [] is not a HUBZone joint venture that 
complies with the requirements of13 CFR part 126, and the representation in paragraph (h)(8)(i) of 
this clause is accurate for each HUBZone small business concern participating in the HUBZone 
joint venture. [The Contractor shall enter the names of each of the HUBZone small business 
concerns participating in the HUBZone joint venture: .] Each HUBZone small business concern 
participating in the HUBZone joint venture shall submit a separate signed copy of the HUBZone 
representation. [Contractor to sign and date and insert authorized signer's name and title .]  
 

(End of clause) 
***************************************************************** 
 
52.223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA (FEB 2021) FAR 
 
(a) “Hazardous material,” as used in this clause, includes any material defined as hazardous under 
the latest version of Federal Standard No. 313 (including revisions adopted during the term of the 
contract).  
(b) The offeror must list any hazardous material, as defined in paragraph (a) of this clause, to be 
delivered under this contract. The hazardous material shall be properly identified and include any 
applicable identification number, such as National Stock Number or Special Item Number. This 
information shall also be included on the Material Safety Data Sheet submitted under this 
contract. 
(c) This list must be updated during performance of the contract whenever the Contractor 
determines that any other material to be delivered under this contract is hazardous. 
(d) The apparently successful offeror agrees to submit, for each item as required prior to award, a 
Material Safety Data Sheet, meeting the requirements of 29 CFR 1910.1200(g) and the latest 
version of Federal Standard No. 313, for all hazardous material identified in paragraph (b) of this 
clause. Data shall be submitted in accordance with Federal Standard No. 313, whether or not the 
apparently successful offeror is the actual manufacturer of these items. Failure to submit the 
Material Safety Data Sheet prior to award may result in the apparently successful offeror being 
considered nonresponsible and ineligible for award.  
(e) If, after award, there is a change in the composition of the item(s) or a revision to Federal 
Standard No. 313, which renders incomplete or inaccurate the data submitted under paragraph (d) 
of this clause, the Contractor shall promptly notify the Contracting Officer and resubmit the data.  
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(f) Neither the requirements of this clause nor any act or failure to act by the Government shall 
relieve the Contractor of any responsibility or liability for the safety of Government, Contractor, or 
subcontractor personnel or property.  
 
(g) Nothing contained in this clause shall relieve the Contractor from complying with applicable 
Federal, State, and local laws, codes, ordinances, and regulations (including the obtaining of 
licenses and permits) in connection with hazardous material.  
 
(h) The Government's rights in data furnished under this contract with respect to hazardous 
material are as follows:  
(1) To use, duplicate and disclose any data to which this clause is applicable. The purposes of this 
right are to –  
(i) Apprise personnel of the hazards to which they may be exposed in using, handling, packaging, 
transporting, or disposing of hazardous materials;  
(ii) Obtain medical treatment for those affected by the material; and  
(iii) Have others use, duplicate, and disclose the data for the Government for these purposes.  
(2) To use, duplicate, and disclose data furnished under this clause, in accordance with 
subparagraph (h)(1) of this clause, in precedence over any other clause of this contract providing 
for rights in data.  
(3) The Government is not precluded from using similar or identical data acquired from other 
sources.  
 

(End of Clause) 
************************************************************************** 
 
52.223-7 NOTICE OF RADIOACTIVE MATERIALS (JAN 1997) FAR 
 
(a) The Contractor shall notify the Contracting Officer or designee, in writing, * days prior to the delivery of, 
or prior to completion of any servicing required by this contract of, items containing either (1) radioactive 
material requiring specific licensing under the regulations issued pursuant to the Atomic Energy Act of 
1954, as amended, as set forth in Title 10 of the Code of Federal Regulations, in effect on the date of this 
contract, or (2) other radioactive material not requiring specific licensing in which the specific activity is 
greater than 0.002 microcuries per gram or the activity per item equals or exceeds 0.01 microcuries. Such 
notice shall specify the part or parts of the items which contain radioactive materials, a description of the 
materials, the name and activity of the isotope, the manufacturer of the materials, and any other 
information known to the Contractor which will put users of the items on notice as to the hazards involved 
(OMB No. 9000-0107).  
* The Contracting Officer shall insert the number of days required in advance of delivery of the item or 
completion of the servicing to assure that required licenses are obtained and appropriate personnel are 
notified to institute any necessary safety and health precautions. See FAR 23.601(d).  
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(b) If there has been no change affecting the quantity of activity, or the characteristics and composition of 
the radioactive material from deliveries under this contract or prior contracts, the Contractor may request 
that the Contracting Officer or designee waive the notice requirement in paragraph (a) of this clause. Any 
such request shall –  
(1) Be submitted in writing;  
(2) State that the quantity of activity, characteristics, and composition of the radioactive material have not 
changed; and  
(3) Cite the contract number on which the prior notification was submitted and the contracting office to 
which it was submitted.  
 
(c) All items, parts, or subassemblies which contain radioactive materials in which the specific activity is 
greater than 0.002 microcuries per gram or activity per item equals or exceeds 0.01 microcuries, and all 
containers in which such items, parts or subassemblies are delivered to the Government shall be clearly 
marked and labeled as required by the latest revision of MIL-STD 129 in effect on the date of the contract.  
 
(d) This clause, including this paragraph (d), shall be inserted in all subcontracts for radioactive materials 
meeting the criteria in paragraph (a) of this clause.  
 

(End of Clause) 
************************************************************************************ 
 
252.225-7006 ACQUISITION OF THE AMERICAN FLAG (CLASS DEVIATION 2024-O0008) (FEB 2024) DFARS 
 
Insert the following deviation clause in solicitations and contracts, including solicitations and contracts 
using FAR part 12 procedures for the acquisition of commercial products and commercial services, that 
exceed $10,000 and that are for the acquisition of the American flag. (a) Definition. “United States,” as used 
in this clause, means the 50 States, the District of Columbia, and outlying areas. (b) If the Contractor is 
required to deliver under this contract one or more American flags (Product or Service Code 8345), such 
flag(s), including the materials and components thereof, shall be manufactured in the United States, 
consistent with the requirements at 10 U.S.C. 4862 (commonly known as the “Berry Amendment”). (c) This 
clause does not apply to the acquisition of any end items or components related to flying or displaying the 
flag (e.g., flagpoles and accessories). (d) Subcontracts. The Contractor shall insert the substance of this 
clause, including this paragraph (d), in all subcontracts, including subcontracts for the acquisition of 
commercial products and commercial services.  
 

(End of clause) 
*********************************************************************************** 
 
252.225-7967 PROHIBITION REGARDING RUSSIAN FOSSIL FUEL BUSINESS OPERATIONS (CLASS 
DEVIATION 2024-O0006, REVISION 1) (FEB 2024) DFARS 
 
As prescribed in Class Deviation 2024-O0006, Revision 1, use the following clause: (a) Definitions. As used 
in this clause -- “Business operations” means knowingly engaging in commerce in any form, including 
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acquiring, developing, maintaining, owning, selling, possessing, leasing, or operating equipment, facilities, 
personnel, products, services, personal property, real property, or any other known apparatus of business 
or commerce. The term does not include -- (1) Any shipment subject to price caps as specified in the -- (i) 
“Statement of the G7 and Australia on a Price Cap for Seaborne Russian-Origin Crude Oil”, issued on 
December 2, 2022, between member countries of that coalition; or (ii) “Statement of the G7 and Australia 
on Price Caps for Seaborne Russian-Origin Petroleum Products Berlin, Brussels, Canberra, London, Ottawa, 
Paris, Rome, Tokyo, Washington”, issued on February 4, 2023, between such members, if such shipment 
complies with the applicable price caps; or (A) Actions taken for the benefit of the country of Ukraine, as 
determined by the Secretary; or (B) Actions taken to support the suspension or termination of business 
operations for commercial activities during the period beginning on the effective date and ending on 
December 31, 2029, including -- (1) Any action to secure or divest from facilities, property, or equipment; 
(2) The provision of products or services provided to reduce or eliminate operations in territory 
internationally recognized as the Russian Federation or to comply with sanctions relating to the Russian 
Federation; and; (3) Activities that are incident to liquidating, dissolving, or winding down a subsidiary or 
legal entity in Russia. Fossil fuel company means an entity or individual that -- (1) Carries out oil, gas, or 
coal exploration, development, or production activities; (2) Processes or refines oil, gas, or coal; or (3) 
Transports, or constructs facilities for the transportation of, Russian oil, gas, or coal. (b) Prohibition. In 
accordance with section 804 of the National Defense Authorization Act for Fiscal Year 2024 (Pub. L. 118-
31), the Contractor is prohibited from entering into a subcontract or other contractual instrument for the 
procurement of products or services with any entity or individual that is known to be, or that is known to 
have fossil fuel business operations with an entity or individual that is, not less than 50 percent owned, 
individually or collectively, by -- (1) An authority of the government of the Russian Federation; or (2) A fossil 
fuel company that operates in the Russian Federation, except if the fossil fuel company transports oil or gas 
-- (i) Through the Russian Federation for sale outside of the Russian Federation; and (ii) That was extracted 
from a country other than the Russian Federation with respect to the energy sector of which the President 
has not imposed sanctions as of the date on which the contract is awarded. 
(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (c), in all 
subcontracts and other contractual instruments, including those for the acquisition of commercial 
products or commercial services.  
 

(End of clause) 
********************************************************************************* 
 
252.247-7023 TRANSPORATION OF SUPPLIES BY SEA --- BASIC (OCT 2024) DFARS 
Basic. As prescribed in 247.574 (b) and (b)(1), use the following clause:  
 
(a) Definitions. As used in this clause -- “Foreign-flag vessel” means any vessel that is not a U.S.-flag vessel. 
“Ocean transportation” means any water-borne transportation aboard a ship, vessel, boat, barge, ferry, or 
the like outside the internal waters of the United States as defined in 33 CFR 2.24. “Subcontractor” means a 
supplier, materialman, distributor, or vendor at any level below the prime contractor whose contractual 
obligation to perform results from, or is conditioned upon, award of the prime contract and who is 
performing any part of the work or other requirement of the prime contract. “Supplies” means supplies that 
are clearly identifiable for eventual use by or owned by DoD at the time of transportation by sea, or are 
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otherwise transported by DoD, regardless of ownership or use by DoD. An item is clearly identifiable for 
eventual use by DoD if, for example, the contract documentation contains a reference to a DoD contract 
number or a military destination. “U.S.-flag vessel” means either a vessel belonging to the United States or 
a vessel of the United States as that term is defined in 46 U.S.C. 116.  
 
(b)(1) The Contractor shall use U.S.-flag vessels when transporting any supplies by sea under this contract. 
(2) A subcontractor transporting supplies by sea under this contract shall use U.S.-flag vessels if -- (i) This 
contract is a construction contract; or (ii) The supplies being transported are -- 
(A) Other than commercial products; or  
(B) Commercial products that –  
(1) The Contractor is reselling or distributing to the Government without adding value (generally, the 
Contractor does not add value to items that it subcontracts for f.o.b. destination shipment);  
(2) Are shipped in direct support of U.S. military contingency operations, exercises, or forces deployed in 
humanitarian or peacekeeping operations; or  
(3) Are commissary or exchange cargoes transported outside of the Defense Transportation System in 
accordance with 10 U.S.C. 2643.  
 
(c) The Contractor and its subcontractors may request, via the Contracting Officer, a waiver of the 
requirement to use a U.S.-flag vessel, or identification of any available U.S.-flag vessels, if the Contractor or 
a subcontractor sufficiently explains that -- (1) U.S.-flag vessels are not available at a fair and reasonable 
rate for commercial vessels of the United States; or (2) U.S.-flag vessels are otherwise not available.  
 
(d) The Contractor must submit any request for use of foreign-flag vessels in writing to the Contracting 
Officer at least 45 days prior to the sailing date necessary to meet its delivery schedules. The Contracting 
Officer will process requests submitted after such date(s) as expeditiously as possible, however, if a DoD 
waiver is not approved prior to shipper's sailing date, this will not of itself constitute a compensable delay 
under this or any other clause of this contract. Requests shall contain at a minimum –  
(1) Type, weight, and cube of cargo;  
(2) Required shipping date;  
(3) Special handling and discharge requirements;  
(4) Loading and discharge points;  
(5) Name of shipper and consignee;  
(6) Prime contract number; and  
(7) A documented description of current, diligent efforts made to secure U.S.-flag vessels, including points 
of contact (with names and telephone numbers) with at least two U.S.-flag carriers contacted. Copies of 
quotes will suffice for this purpose. Copies of telephone notes, emails, and other relevant communications 
will otherwise be considered for this purpose.  
 
(e) The Contractor shall, within 30 days after each shipment covered by this clause, provide the Contracting 
Officer and the Maritime Administration, Office of Cargo Preference, U.S. Department of Transportation, 
400 Seventh Street SW, Washington, DC 20590, one copy of the rated on board vessel operating carrier's 
ocean bill of lading, which shall contain the following information:  
(1) Prime contract number;  
(2) Name of vessel;  
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(3) Vessel flag of registry;  
(4) Date of loading;  
(5) Port of loading;  
(6) Port of final discharge;  
(7) Description of commodity;  
(8) Gross weight in pounds and cubic feet if available;  
(9) Total ocean freight in U.S. dollars; and  
(10) Name of the carrier.  
 
(f) If this contract exceeds the simplified acquisition threshold, the Contractor shall provide with its final 
invoice under this contract a representation that to the best of its knowledge and belief –  
(1) No ocean transportation was used in the performance of this contract;  
(2) Ocean transportation was used and only U.S.-flag vessels were used for all ocean shipments under the 
contract;  
(3) Ocean transportation was used, and the Contractor had received a prior-approved waiver for U.S.-flag 
vessels for all foreign-flag ocean transportation; or  
(4) Ocean transportation was used and some or all of the shipments were made on foreign-flag vessels 
without the written consent of DoD. The Contractor shall describe these shipments in the following format: 
 

* ITEM DESCRIPTION CONTRACT LINE ITEMS QUANTITY 
    
    

TOTAL    
 
(g) If this contract exceeds the simplified acquisition threshold and the final invoice does not include the 
required representation, the Government will reject and return it to the Contractor as an improper invoice 
for the purposes of the Prompt Payment clause of this contract. In the event there has been unauthorized 
use of foreign-flag vessels in the performance of this contract, the Contracting Officer is entitled to 
equitably adjust the contract, based on the unauthorized use.  
 
(h) If the Contractor indicated in response to the solicitation provision, Representation of Extent of 
Transportation by Sea, that it did not anticipate transporting by sea any supplies; however, after the award 
of this contract, the Contractor learns that supplies will be transported by sea, the Contractor –  
(1) Shall notify the Contracting Officer of that fact; and  
(2) Hereby agrees to comply with all the terms and conditions of this clause. (i) Subcontracts. In the award 
of subcontracts, for the types of supplies described in paragraph (b)(2) of this clause, including 
subcontracts for commercial products, the Contractor shall flow down the requirements of this clause as 
follows:  
(1) The Contractor shall insert the substance of this clause, including this paragraph (i), in subcontracts that 
exceed the simplified acquisition threshold in part 2 of the Federal Acquisition Regulation.  
(2) The Contractor shall insert the substance of paragraphs (a) through (e) of this clause, and this paragraph 
(i), in subcontracts that are at or below the simplified acquisition threshold in part 2 of the Federal 
Acquisition Regulation. 
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(End of clause) 

********************************************************************************* 
 
52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) FAR 
 
As prescribed in 52.107 (b), insert the following clause:  
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they were 
given in full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of 
a clause may be accessed electronically at this/these address(es): 
FAR: https://www.acquisition.gov/?q=browsefar  
DFARS: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html   
DLAD: http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx  
 

(End of clause) 
********************************************************************************* 
 
52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020) FAR 
 
As prescribed in 52.107 (f), insert the following clause in solicitations and contracts that include any FAR or 
supplemental clause with an authorized deviation. Whenever any FAR or supplemental clause is used with 
an authorized deviation, the contracting officer shall identify it by the same number, title, and date assigned 
to the clause when it is used without deviation, include regulation name for any supplemental clause, 
except that the contracting officer shall insert "(DEVIATION)" after the date of the clause. (b) The use in this 
solicitation or contract of any DoD FAR Supplement (DFARS) (48 CFR Chapter 2) clause with an authorized 
deviation is indicated by the addition of “(DEVIATION)” after the name of the regulation. (End of Clause) 
 

(End of clause) 
********************************************************************************* 
 
252.239-7098 PROHIBITION ON CONTRACTING TO MAINTAIN OR ESTABLISH A COMPUTER NETWORK 
UNLESS SUCH NETWORK IS DESIGNED TO BLOCK ACCESS TO CERTAIN WEBSITES---REPRESENTATION 
(DEVIATION 2021-O0003) (APR 2021) 
 
Include the following provision in all solicitations, including solicitations for the acquisition of commercial 
items under FAR part 12, that will use funds made available by the Consolidated Appropriations Act, 2021 
(Pub. L. 116-260), or any other Act that extends to fiscal year 2021 funds the same prohibitions as 
contained in section 8116, division C, title VIII, of the Consolidated Appropriations Act, 2021 (Pub. L. 116-
260).  
(a) In accordance with section 8116 of Division C of the Consolidated Appropriations Act, 2021 (Pub. L. 
116-260), or any other Act that extends to fiscal year 2021 funds the same prohibitions, none of the funds 
appropriated (or otherwise made available) by this or any other Act for DoD may be used to enter into a 
contract to maintain or establish a computer network unless such network is designed to block access to 

https://www.acquisition.gov/?q=browsefar
https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html
http://www.dla.mil/HQ/Acquisition/Offers/DLAD.aspx
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pornography websites. This prohibition does not limit the use of funds necessary for any Federal, State, 
tribal, or local law enforcement agency or any other entity carrying out criminal investigations, prosecution, 
or adjudication activities, or for any activity necessary for the national defense, including intelligence 
activities.  
(b) Representation. By submission of its offer, the Offeror represents that it is not providing as part of its 
offer a proposal to maintain or establish a computer network unless such network is designed to block 
access to pornography websites.  
 

(End of provision) 
****************************************************************************** 

 
VARIOUS ADDITIONAL CLAUSES 

 
 
C03 CONTRACTOR RETENTION OF SUPPLY CHAIN TRACEABILITY DOCUMENTATION (MAR 2023) 
 
C01 SUPERSEDED PART NUMBERED ITEMS (SEP 2016) 
 
C02 MANUFACTURING PHASE OUT OR DISCONTINUATION OF PRODUCTION, DIMINISHING SOURCES, 
AND OBSOLETE MATERIALS OR COMPONENTS (DEC 2016) 
 
RD002, COVERED DEFENSE INFORMATION APPLIES 
 
RQ001: TAILORED HIGHER LEVEL CONTRACT QUALITY REQUIREMENTS (MANUFACTURERS AND NON-
MANUFACTURERS) 
 
RQ002: CONFIGURATION CHANGE MANAGEMENT - ENGINEERING CHANGE PROPOSAL REQUEST FOR 
VARIANCE (DEVIATION OR WAIVER) 
 
RQ011: REMOVAL OF GOVERNMENT IDENTIFICATION FROM NON-ACCEPTED SUPPLIES 
 
RQ017: PHYSICAL INDENTIFICATION/BARE ITEM MARKING 
Item Unique Identification is not required by request of the Service customer. DFARS 252.211-7003(c)(1)(i) 
applies. 
 
RT001: MEASURING AND TEST EQUIPMENT - MIL-STD-130N(1) DATED 16 NOV 2012. IDENTIFICATION 
MARKING OF U.S. MILITARY PROPERTY 
 
52.246-2 INSPECTION OF SUPPLIES FIXED PRICE (AUG 1996) FAR 
 
52.211-17 DELIVERY OF EXCESS QUANTITIES (SEP 1989) FAR 
 
52.242-17 GOVERNMENT DELAY OF WORK (APR 1984) FAR 
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FAR 52.203-12 Limitation on Payments to Influence Certain Federal Transactions 
 
DFARS 252.209-7004 Subcontracting with Firms that are owned or controlled by the government of a 
Terrorist country 
 
FAR 52.222-35, Equal Opportunity for Veterans 
 
FAR 52.222-37, Employment Reports on Veterans 
 
FAR 52.209-10 PROHIBITION ON CONTRACTING WITH INVERTED DOMESTIC CORPORATIONS (NOV 
2015) 
 
DFARS 252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE 
SYSTEM 
 
252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS (SEP 2011) 
DFARS 
 
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (DEC 2022) DFARS 
 
52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE (OCT 2018) FAR 
 
52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE (AUG 2020) FAR 
 
52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND CERTIFICATIONS (DEC 
2014) FAR 
 
52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (NOV 
2021) FAR 
 
252.204-7000 DISCLOSURE OF INFORMATION (OCT 2016) DFARS 
 
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT (APR 1992) DFARS 
 
252.204-7004 ANTITERRORISM AWARENESS TRAINING FOR CONTRACTORS (JAN 2023) DFARS 
 
252.204-7009 LIMITATIONS ON THE USE OR DISCLOSURE OF THIRD-PARTY CONTRACTOR 
REPORTED CYBER INCIDENT INFORMATION (JAN 2023) DFARS 
 
252.204-7014 LIMITATIONS ON THE USE OR DISCLOSURE OF INFORMATION BY LITIGATION 
SUPPORT CONTRACTORS (JAN 2023) DFARS 
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252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR LITIGATION 
SUPPORT (JAN 2023) DFARS 
 
52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING WITH 
CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT (NOV 2021) FAR 
 
52.211-5 MATERIAL REQUIREMENTS (AUG 2000) FAR 
 
52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (APR 2008) FAR 
 
52.215-8 ORDER OF PRECEDENCE - UNIFORM CONTRACT FORMAT (OCT 1997) FAR 
 
252.215-7014 EXCEPTION FROM CERTIFIED COST OR PRICING DATA REQUIREMENTS FOR 
FOREIGN MILITARY SALES INDIRECT OFFSETS (DEC 2022) DFARS 
 
252.219-7000 ADVANCING SMALL BUSINESS GROWTH (JUN 2023) FAR 
 
52.222-19 CHILD LABOR - COOPERATION WITH AUTHORITIES AND REMEDIES (FEB 2024) FAR 
 
52.222-21 PROHIBITION OF SEGREGATED FACILITIES (APR 2015) FAR 
 
52.222-26 EQUAL OPPORTUNITY (SEP 2016) FAR 
 
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES (JUN 2020) FAR 
 
52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES---ALTERNATE I (JUL 2014) 
FAR 
Alternate I. As prescribed in 22.1408(b), add the following as a preamble to the clause: Notice: The 
following term(s) of this clause are waived for this contract: . 
 
52.222-50 COMBATING TRAFFICKING IN PERSONS (NOV 2021) FAR 
 
52.222-62 PAID SICK LEAVE UNDER EXECUTIVE ORDER 13706 (JAN 2022) FAR 
 
52.223-20 AEROSOLS (JUN 2016) FAR 
 
52.223-21 FOAMS (JUN 2016) FAR 
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252.223-7006 PROHIBITION ON STORAGE, TREATMENT, AND DISPOSAL OF TOXIC OR 
HAZARDOUS MATERIALS - BASIC (SEP 2014) DFARS 
 
252.223-7006 PROHIBITION ON STORAGE, TREATMENT, AND DISPOSAL OF TOXIC OR 
HAZARDOUS MATERIALS - ALTERNATE I (SEP 2014) DFARS 
 
252.223-7008 PROHIBITION OF HEXAVALENT CHROMIUM (JAN 2023) DFARS 
 
252.223-7009 PROHIBITION OF PROCUMENT OF FLOURINATED AQUEOUS FILM-FORMING FOAM 
FIRE-FIGHTING AGENT FOR USE ON MILITARY INSTALLATIONS (OCT 2023) FAR 
 
52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (JUN 2008) FAR 
 
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM - BASIC (FEB 2024) 
DFARS 
 
252.225-7001 BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM — ALTERNATE I (FEB 
2024) DFARS 
 
252.225-7002 QUALIFYING COUNTRY SOURCES AS SUBCONTRACTORS (MAR 2022) DFARS 
 
252.225-7007 PROHIBITION ON ACQUISITION OF UNITED STATES MUNITIONS LIST ITEMS FROM 
COMMUNIST CHINESE MILITARY COMPANIES (DEC 2018) DFARS 
 
252.225-7008 RESTRICTION ON ACQUISITION OF SPECIALTY METALS (MAR 2013) DFARS 
 
252.225-7052 RESTRICTION ON THE ACQUISITION OF CERTAIN MAGNETS, TANTALUM, AND 
TUNGSTEN (MAY 2024) DFARS 
 
252.225-7054 PROHIBITION ON USE OF CERTAIN ENERGY SOURCED FROM INSIDE THE 
RUSSIAN FEDERATION (JAN 2023) FAR 
 
252.225-7055 REPRESENTATION REGARDING BUSINESS OPERATIONS WITH THE MADURO 
REGIME (MAY 2022) DFARS 
 
252.225-7056 PROHIBITION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME 
(JAN 2023) DFARS 
 
252.225-7057 PREAWARD DISCLOSURE OF EMPLOYMENT OF INDIVIDUALS WHO WORK IN THE 
PEOPLE’S REPUBLIC OF CHINA (AUG 2022) DFARS 
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252.225-7058 POSTAWARD DISCLOSURE OF EMPLOYMENT OF INDIVIDUALS WHO WORK IN 
THE PEOPLE’S REPUBLIC OF CHINA (JAN 2023) DFARS 
 
252.225-7062 RESTRICTION ON ACQUISITION OF LARGE MEDIUM-SPEED DIESEL ENGINES (JUL 
2023) DFARS 
 
52.226-8 ENCOURAGING CONTRACTOR POLICIES TO BAN TEXT MESSAGING WHILE DRIVING 
(MAY 2024) FAR 
 
252.232-7010 LEVIES ON CONTRACT PAYMENTS (DEC 2006) DFARS 
 
52.233-1 DISPUTES (MAY 2014) FAR 
 
52.233-3 PROTEST AFTER AWARD (AUG 1996) FAR 
 
52.233-4 APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004) FAR 
 
52.243-1 CHANGES - FIXED PRICE (AUG 1987) FAR 
 
52.244-6 SUBCONTRACTS FOR COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES (FEB 
2024) FAR 
 
252.244-7000 SUBCONTRACTS FOR COMMERCIAL PRODUCTS OR COMMERCIAL SERVICES 
(NOV 2023) DFARS 
 
252.243-7001 PRICING OF CONTRACT MODIFICATIONS (DEC 1991) DFARS 
 
252.246-7003 NOTIFICATION OF POTENTIAL SAFETY ISSUES (JAN 2023) DFARS 
 
252.245-7005 MANAGEMENT AND REPORTING OF GOVERNMENT PROPERTY (JAN 2024) DFARS 
 
252.246-7007 CONTRACTOR COUNTERFEIT ELECTRONIC PART DETECTION AND AVOIDANCE 
SYSTEM (JAN 2023) DFARS 
 
252.246-7008 SOURCES OF ELECTRONIC PARTS (JAN 2023) DFARS 
 
52.249-1 TERMINATION FOR CONVENIENCE OF THE GOVERNMENT (FIXED-PRICE) (SHORT 
FORM) (APR 1984) FAR 
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52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) (APR 1984) FAR 
 
52.253-1 COMPUTER GENERATED FORMS (JAN 1991) FAR 
 
252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED DEFENSE 
TELECOMMUNICATIONS EQUIPMENT OR SERVICES (JAN 2023) DFARS 
 
252.204-7024 NOTICE ON THE USE OF THE SUPPLIER PERFORMANCE RISK SYSTEM (MAR 2023) 
DFARS 
 
252.225-7048 EXPORT CONTROLLED ITEMS (JUN 2013) DFARS 
 
252.225-7051 PROHIBITION ON ACQUISITION OF CERTAIN FOREIGN COMMERCIAL SATELLITE 
SERVICES (DEC 2022) DFARS 
 
52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND SERVICES 
DEVELOPED OR PROVIDED BY KASPERSKY LAB COVERED ENTITIES (DEC 2023) FAR 
 
52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN TELECOMMUNICATIONS AND VIDEO 
SURVEILLANCE SERVICES OR EQUIPMENT (NOV 2021) FAR 
 
52.204-27 PROHIBITION ON A BYTEDANCE COVERED APPLICATION (JUN 2023) FAR 
 
52.204-28 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- FEDERAL SUPPLY 
SCHEDULES, GOVERNMENTWIDE ACQUISITION CONTRACTS, AND MULTI--AGENCY 
CONTRACTS (DEC 2023) FAR 
 
52.204-30 FEDERAL ACQUISITION SUPPLY CHAIN SECURITY ACT ORDERS -- PROHIBITION (DEC 
2023) FAR 
 
52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS (JUN 2013) FAR 
 
FAR 52.223-9 Estimate of Percentage of Recovered Material Content for EPA-Designated Items, in 
solicitations and contracts exceeding 150,000 that are for, or specify the use of, EPA-designated 
products containing recovered materials. (Except for the acquisition of commercially available off-
the-shelf items) 
 
FAR 52.219-6 NOTICE OF TOTAL SMALL BUSINESS SET-ASIDE (NOV 2020) 
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